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. Today’s Agenda

* Program Overview (5 Mints)

* Introduction to Cyber Security (10 Mints)
* Cyber Crime (10 Mints) A ( ; ENDA
*  Trust (10 Mints)

* Authentication (10 Mints)
*  Privacy (10 Mints)

.

*  Surveillance (10 Mints) ot g
* Ransomware (10 Mints) ik I
* |dentity Theft (10 Mints) —

*  Phishing(10 Mints) @ r

* Application Access (10 Mints)

* Social Media (10 Mints) &

* Home Networking (10 Mints)
* Quizzes (5 Mints)
* Q&A(10 Mints)

Abbas Moallem, Ph.D.
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. Introduction

‘ What is Cybersecurity?
Historical Background

Human Society & Crime
Cyber Security Economics

Introduction




. What is Cybersecurity?




. What is Cyber Security?

Cyber security, also referred to as
information technology security,
focuses on protecting computers,
networks, programs and data from
unintended or unauthorized
access, change or destruction.

hitp/iwww umuc.edu/cybersecunty/about/cybersecunty-basics.cfm

Abbas Moallem, Ph.D.
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. Historical Glance

Cryptography Cyber-Security



. Cryptography

| Cryptography or cryptology
What IS "study"”, respectively is the
S G L\Z8 practice and study of

techniques for secure
@% communication in the
K ' 2 : presence of third parties
- : _ (called adversaries).
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. Cryptography

Cryptography or cryptology
UUEIEN "study", respectively is the

Bl sL\Z88  practice and study of

M techniques for secure

communication in the

presence of third parties

(called adversaries).
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. Cryptography

-
e |
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Inscription carved
the tomb of the
nobleman
Khnumhotep

introduction

Encrypt

Decrypt

Caesar was known to use a

form of encryption Hebern rotor machine

Lim—T1 M W — | LIE [

|IBM Lucifer was developed by Horst Feistal

Abhas ﬂ.'ﬁ:pﬂ.‘.'ﬁﬂ]l Fh ﬂ I — .@ UK E!IJ’EF'.'EI} LLC 15




. Cryptography

Cryptography or cryptology "study”, respectively is the practice
and study of techniques for secure communication in the presence
of third parties (called adversaries).

ATB | CIEIE

Abhas ﬂ.ma,f.!ﬁﬂjl Fh E R —— .@ UK E!IJ’EF'.'EI} LLC 16




. Historical Glance

Cryptography Cyber-Security
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. What is Cyber Security?

Cyber security, also referred to as
information technology security,
focuses on protecting computers,
networks, programs and data from
unintended or unauthorized
access, change or destruction.

hitp /f'www umuc edu/cybersecunty/about/cybersecunty-basics.cim
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. Computing Pioneer Alan Turing

ﬁ BANK OF ENGLAND
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©The Governor and Company of the Bank of England 2019

Abbas Moallem, Fh.D.

Your guide to Alan Turing: the man, the
enigma

We bring yvou the facts about the life and death of Alan Turing, who
played a vital role in breaking German codes including Enigma during
the Second World War and is considered by some to be the founding

father of computing...

-
. 1

hitps: /iwww hisloryexira com/period/second-world-war/alan-turing-ife
death-legacy-facts-enigma-sexuality-timeline/
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. Human Society & Crime
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. Digital Age & Crime

Scale Volume
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. Modern Cyber Security

Threat
Tsunami
Credit Cards
Computer Worm Viruses Attack
“
Late 1980s-Early 1990s 1990s 20005 c——

Abbas Moallermn, Fh.D.
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. Cyber Security Economics

Key Cybersecurity Statistics FhasrcasOnting
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. Global Spending on IT Security in 220 is

World Expected Spent on Information
Security in 2020

$123.8 billion

grow

P
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. IT Security

95% of all security
Incidents involve human

error.

Abbas Moallem, Fh.D.




. Cyber-Security Cost

e An estimated two million cyber attacks in 2018 resulted in
more than $45 billion in losses worldwide as local
® governments struggled to cope with ransomware and other

malicious incidents.

Forty-three percent of cyberattacks are aimed at small businesses, but only
14% are prepared to defend themselves, according to Accenture.

These incidents now cost businesses of all sizes $200,000 on average, reveals
Insurance carrier Hiscox.

More than half of all small businesses suffered a breach within the last year.
Today it’s critical for small businesses to adopt strategies for fighting

cyberthreats.

Abbas Moallem, Fh.D.
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l IT Security

User behavior does play a
significant part in many
security failures.

HUMZN
PEHAVIOR
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. IT Security

Human agent is in the
center of all security
research and the weakest
link In the security chain.

Abbas Moallem PR D e — -[n:} UX Experts, LLC 2?



Human Agent

“weakest link in the security chain”

Abbas Moallam, P D S —— e — @ UX Experts, LLC 23



. IT Security

Successful
organization must
focus on people,

processes and
technology
equally.

Abbas Moallem, Ph.D.
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. IT Security

Even organizations with
strong security practices
are still vulnerable to
numan error.

According fo IBM Securnty

ADBas Moal e P D e ——————— @ X Experts, LLC 3[]



. IT Security

Oftentimes, there is
insufficient attention paid
to the “people” part of the

equation.

According fo IBM Security

Abbas Moallem, Fh.D.
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. IT Security

“

The demand for cyber security experts is
growing at 12 times the overall job market.

according to the report by Burning Glass International Inc., a Boston-based
company

A Da s Moa e, [P, D, S —————— e —— (T | Experts, LLC 32



. IT Security

The demand for cyber security experts is growing at
12 times the overall job market, making it one of the
most highly sought-after fields in the country,
according to the report by Burning Glass International
Inc., a Boston-based company that uses artificial
Intelligence to match jobs and job seekers.

Abbas Moallem, Ph.D. © ux Experts, LLC 33



. Cybersecurity Labor

* There is a global cybersecurity
labor epidemic.

Abbas Moallem, Fh.D.

* More than 200,000 U.S.
cybersecurity jobs are unfilled.

The cybersecurity workforce
shortage is expected to reach 1.5

million unfilled positions by 2019.

© ux Experts, LLC 34




. Cyber-Security Cost

* The cost of data breaches * Increasing to almost four
estimated to $2.1 trillion times the estimated cost
globally by 2019. of breaches in 2015,

according to research
from Juniper

@

Abbas Moal e P D e — @ LK Experts, LLC 35
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. Cost of Security

* Secure e-mail hosting at $12.95 per employee per
month,

* Antivirus service costing $3 per employee per month,
* Online backup at 50¢ per gigabyte.
* Internet phone system for $20 per user per month,

* Labor costs for an outsourced IT department at $52.50
per worker per month,

onthly estimate for a 50-employee company comes to
bout $4,800, or $57,600 annually

hitp /iwww.bloomberg com/bw/articles/2014-10-31/cybersecurdy-how-much-should-it-cost-your-small-busingss

Abbas Moallem, Ph.D.

€ ux Experts, LLC 36




LIVE TW o T

=

B Hacking in the News..™ -

A hacker gained access to 100 million Capital One credit card
applications and accounts

SolarWinds says unknown
hackers exploited newly
discoverad soltware 1lanw

EChe New Jork &

Cybemﬂacks Seem Meant to ﬂesfmy, Not Just Di

Wy MICOLE PERLBOTH sod DAVID £ SANCER  ALISCH

a I-I-r‘;rI]-J-CI'-HEhl- ey ¥
IFederal Reserve Confirms Security Breach, Calls
Anonymous Hack Claim '"Overstated’
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. Hacking in the News..

Ehe Washington Post

Thanks for reading. Try one mo

@ usA TODAY ,
*  Marriott discloses m w mo w oo o wm oo @0 comon mwsos omm v o [N
breach affecting up

KHN

KAISER HEALTH NEWS

T-Mobile discloses data breach of consumer information

) USA TODAY NETWORK Boeit ioiin, USA TODAY

LLUHl = O TECHNOLOGY Ehe New Jork Times

HOME THE HEALTH LAW MEDICARE MEDCAID STATES COST & QUIALL

Facebook Security Breach Exposes
As Patients’ Records Go Digital, T} Accounts of 50 Million Users

Hacking Problems Grow

v David schult
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. Cyber Crimes

Main forms of cyber-dependent crime
Dark Web

Tools

Cvyber Crimes

Abbas Moallem, Fh.D.

© ux Experts, LLC 39




Within the last year, more than
978 million adults in 20 countries
globally experienced cybercrime

According to

\/ Norton

Abbas Moallem, Ph.D.
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. Common Cybercrimes

The most common cybercrimes experienced by consumers or
someone they know include:

— Having a device infected by a virus or other security threat (53%)

— Experiencing debit or credit card fraud (38%)

— Having an account password compromised (34%)

— Encountering unauthorized access to or hacking of an email or social media
account (34%) o Making a purchase online that turned out to be a scam (33%)

— Clicking on a fraudulent email or providing sensitive (personal/financial)
information in response to a fraudulent email (32%)

According to (¥ Nerton

Abhas ﬂhﬂf.‘ﬂlml Fh ﬂ ] E UK E!IJ’HF'.'EI; LLC 41




. Example

They’re more likely to use the same online password across
all accounts and share their device or online account
passwords with others than non-cybercrime victims.

According to (¥ Nerton

Abbas Moallam, P D S — e — @ UX Experts, LLC 42




lMain forms of cyber-dependent crime

Cyber-dependent crimes fall
broadly into two main
categories:

* lllicit intrusions into
computer networks (for
example, hacking);

* The disruption or
downgrading of computer
functionality and network
space (for example, viruses
and DDoS attacks).

A Da s Moa e, [P, D, S ———— e —— (T | Experts, LLC 44




0 countries that were the source of the most cybercrime
in 2016

L5390

A Da S MOa e, [P D, S ——————— (T | Experts, LLC 45




B Cyber Crimes

Law Enforcement : Polices Howland Secunty
International Collaboration

Organized Cnmes

Tracking
Anti Spy Agencies

Tools Identification
Malwares databases

States

Individual or Groups

Malware recognition

Tracking
Market Monitoring

Money Laundering Money Tracking
Banking
Digtal Currencies
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. TOR Browser

* Tor, short for The Onion Router, is a
free, open-source software
combined with a global network of
servers that helps people stay
anonymous online. Explore. Privately.

Tor is used not only to browse the (s A il

- O
iInternet anonymously but also to -

host websites hidden behind " prrmesmmm———
multiple layers of encryption. —

I o emey iy e ey o eyl pemcgion ey s i o =
Chamcra® Chg pup To B M

LI T p—— e atrmpht i your iaibor. [iem o bon ko b

e i ® P e R e T R e e e S e & R ey S e e e e
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Abbas Moallem, Ph.D. © ux Experts, LLC 43




B ProPublic

* ProPublic was the first D P
major news organization to [Bi PROPUBLICA cmsocs v s @ 3
launch a.onion version of _— =
their website. It was also e
the first online news I |

publication to win a Pulitzer
pri

6 Questions (Mficials Still
Haven't Answered After Weeks
of Hearings on the Capitol Attack

* https://
pS3If57qovyuvwscéxnrpp === R
yply3vtgm/i6pcobkmyqgsi
ofyeznfudSuqd.onion/

Abbas Moallem, FPh.D.
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B Dark web

What is Dark Web?

hitps: /thehackernews com/2015/02/memex-deep-web-search-engine_himl

A Da s Moa e, [P D, S —————— e —— (T | Experts, LLC 5[]




. Dark web Screens

rket Search i
4 ’ , . . - e . = o IHT.;J'E"I.I" Fefinles Larmhen Saee Seofree  Mufee dgthiey Finme  Bacage
| Oa DeepChan - DeepWeb
anonymous marketplace

59 t} category:

Diru 85 .
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Dissoi
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Opioids(40)

- Uther{”bj Vendors, SYG 1s.
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CASH BLOWOUT!!
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Bl sik Road

Abbas Moallem, Fh.D.

Silk Road was a digital black
market platform &\ Sik Road

Used for hosting money
laundering activities and illegal
drug transactions using Bitcoin.

[ ]

'l-..
i% | |
i 1

127 | 1}

Was launched in 2011 and shut ;;f‘
down by the FBI in 2013. e
It was founded by Ross William o R
Ulbricht, who is now serving a - & ——
L

life sentence In prison for his role
In Silk Road.
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. Deep Web

What is Deep Web?

A a S Moa e, [P D, S ————— (T | Experts, LLC 55




Looking at

10 THINGS YOU NEED TO KNOW TO
ABOUT CYBERSECURITY IN HCI
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Abbas Moallem, Ph.D.

“‘willingness to be

vulnerable to the actions of
another party”

“Trust is an adaptation to an
uncertain, risky situation;
humans apply trust to make
decisions and minimize
rsk.”

“Trust I1s based on a set of
beliefs about
trustworthiness”

€ ux Experts, LLC 58




. Trust in HCI and Cyber Security
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Trust

Abbas Moallem, Fh.D.

Microsoft Word for Windows

You chose to end the nonresponsive program, Microsoft Word
for Windows.

The program is not responding

Please tell Microsoft about this problem.

We have created an error report that you can send to help us improve

Microsoft Word for Windows. Ve will treat this repon as confidential and
Anonymous

To see what data this error report contains click here

Send Emror Report Don't Send

© ux Experts, LLC 60




. Trust

You decide to pay your car reqgistration fee at the DMV office near your home. How confident
are you that your transaction, including your personal information and payment information

will be safe? on a scale of 1 to 10, 1 = least confident and 10=very confident.

Abbas Moallem, Ph.D.
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. Trust

You decide to pay your registration fee through the DMV website. How confident are you
that your transaction, including your personal information and payment information will be
safe? 1=least confident and 10= very confident

&
g
§
§
3
2
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. Questions

* Do you trust your computer?

* Do you trust the IM that you are using to communicate with
your connection online?

* Do you trust the networking application that you are using?
* Do you trust you smart phone?

* Do you trust the cloud service that you are using to backup
your pictures?

* Do you trust your email application?

?

A s i e, [ D o —— @ UX Experts, LLC 53




. Which One Do You Trust More?

Physical Store Online Store

Abbas Moallem, Ph.D.
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l Question

i Mikon DESDO

Find product nformation, rating and reviews on Amazron.com Nikon DES00
Find proguct niormation, rating and reviews on BestBuy.com Nikon DES00
iy

Find product nformabion, rating and reviews on Targel com Nekon DESO0D

- -

ind product information, rating and reviews on Foobar.com Nikon DES00
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. Amazon

- E LIPS wWWwwWw.AmaZon.Com

dMazonCcoirl

Abbas Moallemn, FPh.D.

Q

Nikon 65000

Price: $200 |

FREE One-Day Get 570 oft instantly

Pay $200 upon approval for the Amazon Prime Rewards Visa Card

In Stock

Get it tomorrow

Order within 17 hrs 39 mins and choose One-Day Shipping al checkout
Details Ships from and sold by Amazon.com. Gift-wrap available

Buy
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. Foobar

'.';"[?“ Bext
Prenous
o to Shde

bouse Pommter as Pen
Pen Width

Change Pen Color
Erase All Ink on Shde

o e

End Shiova

PR

FQO Bar Bumper Discount for you.

You are 100,000,000th user

Nikon 6500D

USD 100

Pay NOW

Frices may change any second, 5o buy MO
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. Trust

Trust is based on a set of beliefs about trustworthiness

2 Mayer et al <an interactive model of organizational trust” Academy of management review 20:3 [(1995) T08-734

D i gf_j r 1; =
f‘\’t&} W ;"nﬂ = Py - \n\9
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%’F‘" H e 1 %, A, Q AN
== ——
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. Trust

“Reliance upon information received from another person about
uncertain environmental states and their accompanying outcomes
in a risky situation”

Schlenker/Helm/Tedeschi, 1973

Abbas Moallem, Fh.D,
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l Trust as a social psychological construct

Level of Trust:

* Trust in a specific person
(relational trust),

* Trust in people in general
(generalized trust),

* Trust in abstract systems.

Abhas ﬂ.ﬁﬂaf.ﬁa_ﬂjl ) e ———————————————— .@ UK E!IJ’EF'.'EI} LLC TE
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. Theory of Reasoned Action

Belisls ahout the cutcome ol
the bohavioior

¥ | gdcise | wsll miproye

8.0
my haalth and ose s

oma of
MYy eECaEsH

Evaluations of the oulcome
&0 ':'\-|'l-|;.:; nEaliny and

Il At eny 3

for ma

sairs i wing and pleasant

Nomiative beliels about the
bahaviowrr
a ey 1 armily

Iherk

s fivands

| shoild & oncis g

Motivation to comply
eq. ‘lwant fo do whal ey
wari

|
}

Abbas MO8 » 5s

The Theory of Reasoned Action

Artitude o the specific
brehiaviour
e csn woulkd be a good

|‘|'-i".|] 1or me 1o 0o

BEHAVIOURAL

8.0 JOIr sLart *
W BN BECISE 1L INE
FHG-O Tarmmee
'Suhj{-.‘ five norms
. “axercising is an
approprisie thing lo do
Abtitudes el s Aelh

W UK Experts, LLC ?3




. Social Psychology & Trust

* Trust and risk are complementary terms in social
relations.

* Those who trust others do not look for high security
before they act.

mal )
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. Levels of Trust

Relational Trust Generalized Trust

N

!

Trust in a group, a community,
an organization

Trust in another person

Trustin a System

Abbas Moallem, Ph.D.
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. Trust in a community or an organization

Cooperation of work groups
In virtual organizations
which are linked,

distributed. <
| L
" ﬂ-{#

\_l
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: Process
Machine

Computer
Abbas Moallem, Fh.D.
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. Trust in Systems

System

Trust in a System

A Bas Moa e, [P D, S ————— (T} | Experts, LLC ?3



. Trustin a System

* Trust on the Internet is system trust which is associated with abstract
systems.

* System trust is a relevant factor because the technical processes which
make up the Internet are in general not transparent for the user (Krystek
2003).

* Giddens (1991) considers the formation of such abstract systems a
central characteristic in the development of modern societies (cf. Fiedler
2003).

A Da s Moa e, [P D, S ——— e —— (T | Experts, LLC ?E




. Trust on System
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. Automated Driving Cars

800 x 367 - gizmodo.com

Abbas Moallam, PR D e — e — @ UX Experts, LLC 32



. Trust in Computer

Computer

A Da s Moa e, [P D, S —————— e —— (T | Experts, LLC 32



. Making Decisions Based on Trust

Should I...

* Open this email?

* Click on this link?

* Enter my information?

* Enter my credit card number?

* Believe the information that | am reading?

Abbas Moallermn, Fh.D.
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. Question

To access a web application (for example your bank account)
or website, you must point your browser to the location (the

page).
How do you point your browser to a specific location?

?

Abbas Moallem, Ph.D.
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. Question

Methods Used to Access a Specific Location:

— Typing the URL or domain name into the address bar
— Using a search field

— Using a saved bookmark

— Clicking on a link from another page

Aﬂb&s ﬂﬂ!ﬂﬂf,ﬂlﬂjl Fh ﬂ I ———— @ UK E!IJ’HF'.'EI'.:- LLC BE




. Questions

Assume you are viewing a website:

* How do you check to see if the site is valid
and not a phishing site or parking page?

* Is the site using a safe connection?

* What would be your behavior when you
land on an application web page?

Abbas Moallem, Fh.D.
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. How do you know this site is not a phishing site?

Online Banking with Wells Fargo Online® w Print  shaes 3 © B

You're in control

. with online banking

ARRFE We rd hind far you! Imparant COWID-1S updates. Learn mora

Abbas Moallem, FPh.D.
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. Internet Protocol (IP)

* Internet Protocol (IP) is the method or protocol by which
data is sent from one computer to another on the Internet.

* Each computer on the Internet has at least one IP address
as a unique identifier.

4 29 .| '_Lg;
,\,x_:'il L%;L

A

e
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B HTTP Protocol

The server, which provides resources such as HTML files and
othar content, or parforms other functions on behalfl of the client,
refurns a response message to the client

-

..—"
| Metwork j
The ckent submits an HT TP request message to the servar
HTTP Servers B Request a page =lient

Abbas Moallem, Ph.D.
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B HTTPS

HTTPS is a protocol for secure communication
over a computer network on the Internet.

HTTP with SSL/TLS
encryption layer on top of it

Hello - The handshake begins with the client sending a ClientHello message.
& e

.

—
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. SSL Certificates

* SSL Certificates are small data files that digitally bind a
cryptographic key to an organization's details.

* When installed on a web server, they activate the padlock
and the https protocol (over port 443) and allows secure
connections from a web server to a browser.

SECURE

D o
CE’}_’A' cocele

B
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B Root Certificates

* SSL Certificates need to be issued from a trusted Certificate
Authority’'s Root Certificate.

* The Root Certificate must be present on the end user's
machine in order for the Certificate to be trusted.

* If it is not trusted the browser will present untrusted error
messages to the end user.
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. Invalid Certificates
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. Trustworthiness

* Brand

Technological Sophistication
Navigation

Presentation

Fulfillment

Abbas Moallem, Fh.D.

:c} K Experts, LLC 1[]0




l Techniques for Validating Sites

The most common techniques for validating sites,
in order of most secure, are:

" Checking external certificates
Checking connection HTTPS

Checking the site’s reputation by looking at the appearance
and content of the site

/ Relying on third-party applications to check the validity of
the visited site
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. Fake or Real

Abbas Moallemn, Fh.D.
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. Authentication

Abbas Moallem, Ph.D.

* Access control is the
selective restriction of
access to a place or
computer system.

* Permission to access a
resource is called
authorization.
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. Access

Abbas Moallem, Fh.D.

=

Open
Door Without
Lock

You can still track
Who entered

Time entered and
left

Locked

Need Key to
open
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. Locked Doors

Abbas Moallem, Ph.D. © ux Experts, LLC 114




. Question

What would be easiest way to open these locks?




Unauthorized Access
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. All Access Systems Need Keys

Simple Lock Complex Lock
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. All Locks Can be Opened

1.-. S
Q”:i‘ﬁ

il
—

Complex Lock

Simple Lock

Easy to Open, |
_ : _ Hard to Open,
in a Short Period of Time Takes Time to Open
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. Computer Access

Computer Access Control mechanisms control what
operations the user may or may not do by comparing the User
ID to an Access Control database.

Access Control systems include:

— File permissions, such as create, read, edit or delete on a file server

— Program permissions, such as the right to execute a program on an
application server

— Data rights, such as the right to retrieve or update information in a database
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. Unlocked Devices

Slide to Unicok
Fhoma 16 Shvle Samulaled Lock Soresen

=i =

10:03
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. Locked Devices

i . h = :ﬁ ".'?.n."-" &

FBI says San Bernardino terrorist's phone still

locked due to encryption
USA TODAY - 2 days ag

FBI Director James Comey said encryption is both a good and

bad thing for Americans with police, and no one alse Kknows

how lo open the encryptaed phone, Comeay said

FBI can't figure out how to unlock encrypted phone in San Bemardino investigation
Los Angeles Times )

FBI Hasn't Cracked Encrypted San Bemardino Killers' Phone
Digital Trends

More news for terrorist phone was not encrypted

Abbas Moallem, Fh.D.
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Bl Uniocked Public Sites

&= [ . D e Gy SO u - L i

= Appa [ R | ¥ B g £ b Crocancied 6 kvl Wabdo - ™ Do ke TEETE lesga Light 1 B
{"h
li..hllil.-hu.:‘.
Al P oSy B ML L L g o LS el e dp S Al o L

Q BROWSE DESIGNS AND (

Im Font Awesome Home Whatsew GoiSimiss lcom < Exemples = Communy

Font Awesom

THE ICONIC FONT AND CSS TOOLKIT
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© ux Experts, LLC 122




. Credentials

The most commonly used passwords,
according to the data are as follows:

According to Trustwave

hitp/f'www.cmswire.com/cms/information-management/milions-
of-social-networks-accounts-hacked-023402 php
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Bl Usability of Passwords

* Password Selection
* Remembrance
* Forgotten Password
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. Cognitive Passwords

* Knowledge-based authentication
* Regular password recall decrease as time progresses

* Cognitive passwords remains relatively stable over time
with recall rates significantly higher than traditional
passwords

* Fact-based questions are more likely to be correctly
remembered than opinion-based questions

* Cognitive password have an acceptable
memorability/guessability ratios

Abbas Moallermn, Fh.D.
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. Password and Ul Design

Create Your Account

Start Your Free BASIC Trial!

wWia'd ke [o Mnow a itle bit more ot you before you can get started

Full name”

Email Addnadis”
Rt ypd Emmail®
Chooee Pagoword®

Rl s, oo 2

Frhapare B i

Alrsady nave & henp ACCoUnt?

':- chioqreert

o SECLIRE piaes-

Abbas Moallem, Fh.D.

ol CipnikFor
":.!.. i 1"'.-|-.'.|I-“.

Mame Your Sockal Site"

L Dobice! Ownarers Comerandy

L O, PO SN Cgnsey TRUE LT

Choots Your Ning URL®

Fiifg oM
fin ERErRERGE. ¥ TAF
BT 5 Pt D DT

T

N
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. Passwords

Eianl sl e

Passwoud: |

Abbas Moallem, Ph.D.
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. Forgotten User ID or Password

Find a
Branch Offic

Linked[})

i & Execition e Map Chiness Seraces

Secure Login b

Account #

=tart Faoe

select a Fage

ke PR

Abbas Moallem, Ph.D.

Welcome to your
professional
JaEmme| community

& Poa

Facoword

s P XX H B

Chirse s Services

i L
BANK OF AMERICA

Checking Savings Cr

. Sxvr Drline 5
| Sign In |

Froe ot #:Passeode?

Lcudity & Mg Ervrl

Dt 80 NC oL

q Firid your clasest financial
center of ATM

WELLS
FARGO

View Your Accounts

[58] Schadule 3 Appoirtment

Goto: Accounl Summary

U e nanmee:

Passwond:

Usernane | Passwold Help
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For how many people can you answer the
following questions?

In whal Cy was hefshe born!

i what city was hafshe INng n al ape 167

Whal & the name of the first company hefche worked for?

Whal & the mame of hisfes mothers maiden nama?

Whal brand was hieher first car?

Whai & the name of hisher pei?

¥hat = the name of hsher st paty

fihat & the name of hisher closes| friend al high s choof? W - !
Whal & Me name of hisher patemnal grandmother? |5 : - — i
What cokr is hisiher favorte cokr? | & [ Fem—— S |

¥Whal color was hisMer Gral car? : 1 A =E—. | S

Whal i the name of hisher childhood best {nend? _ -
fhat was hishers frsi job fe? . ; m ’ . - |

¥Whal wes hieher favoite subject in high school? |5 B4 ; § m I -
Whal & his/her {avorile leacher . . —_——— | ] L )
i 10% 20% % 0% 50% 60% TS 0% 2% 100%

Nobody = Only oneperson © 2 io5 people m6 1o 10 people = More than 10 people

=
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. Biometrics
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. Issues with Passwords

Memorability VS. Strength
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. Password Security

* Easy to Hack: Simple Passwords

* Easy to Guess: Date of Birth

* Same Password for multiple sites or applications
* Password Sharing

* Conflicting Behavior

* Secure Password Check
— https://password.kaspersky.com/

* Password Managers

Abbas Moallem, Fh.D.
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. Password Mangers

LastPass ¢ e« |#xxsxx
1Password (s+) % dashlane

@ keeper rosororm ONElogin
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. Web Browser Password Saving

Advantages Disadvantages

* No effort of having to devise a * Never know what the password
new password * only good for the devices that

* No longer need to type it in; only accessible by the original

* Not required to remember it user.

* Some devices might be used by
a wider group
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. Stepping Beyond Passwords

* PIN

— as commonly used for scenarios such as accessing mobile devices and card payment
transactions

* Challenge questions
* Graphical/image-based secrets

Questions

g =N | Answers
~/
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Abbas Moallem, Ph.D.

* “Privacy is the claim of
individuals, groups or
institutions to determine
for themselves when,
how, and to what extent
information about them
IS communicated to
others”

- * Privacy is not an

absolute
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. Privacy

* “to be free from physical invasion of one’s home or person,”

* “the right to make certain personal and intimate decisions free from
government interference,”

* “the right to prevent commercial publicity of one’s own name and
image,”

* and “the control of information concerning an individual’s person”

According to Murphy

Abbas Moallem, Fh.D.
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. Data Protection and Personal Privacy

WH€R€?
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. Alan Furman Westin

* Alan Furman Westin (October 11, 1929 - February 18, 2013)

* Professor of Public Law & Government Emeritus,
Columbia University,

Privacy and Freedom.
The title of his book
published In1967

helped define the privacy
field
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. Four States of Privacy

Anonymity

Alan Westin. 1967. Privacy and Freedom. New York: Atheneum Reserve

Abbas Moallem, Ph.D.
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. Privacy & Technology

* Effects of technology on privacy.

— Level of privacy a system
effectively offers

— Overall return on investment is.
“usability” Vs. Security,”

* An entire system may be ruined by
a single poorly implemented
component that leaks personal
information, or a poor interface that
users cannot understand.

Abbas Moallem, Fh.D.
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. Technology Offers New Options

* |Invisible Surveillance

—  What is being collected
How will it be used
Consent to collect

* Computer Matching

— Collecting information from disparate sources and matching it
by some marker to identify the single source of the data

* Computer Profiling

— Using information to predict characteristics behaviors of a
group or an individual

* Computer Tracking

— Compiling location and travel information from GPS, Cell
Phones, Credit Cards, Fast lane tolls, satellite, etc.

Abbas Moallem, Ph.D.

€ ux Experts, LLC 149




. Privacy Preferences

* Fundamentalists:15%-25%

— are those individuals who are most concerned about privacy, believe that
personal information is not handled securely and responsibly by
commercial organizations, and consider existing legislative protection to
be insufficient.

* Unconcerned individuals 15%—-25%

— are not worried about the handling of their personal data and believe that
sufficient safeqguards are in place.

* Pragmatists, 40%—-60%

— are the majority of the sampled population, lie somewhere in the middle.
They acknowledge risks to personal information but believe that sufficient
safeguards are in place.

surveys was conducted by Pnvacy &
Amernican Business [238], a research consultancy founded by Alan Westin

Abbas Moallem, Ph.D.
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. Internet Privacy

* Internet Technology was not, at the outset, concerned with
technologies in support of privacy (or many other social
processes) and did not develop technologies to support
it/them Examples:

* Fairness

* Copyright
* Censorship
* Trespass

* Libel
* Intellectual Property
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. Privacy Preferences
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. Fair Information Practice Principles

* Consumers should be given notice of an entity's information

practices before any personal information is collected from them.

* Without notice, a consumer cannot make an informed decision as
to whether and to what extent to disclose personal information.

* Choice/Consent,

* access/participation,

* Enforcement/Redress

* Entity's policies, and users rights

Abbas Moallem, Ph.D.
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. Concept of User Privacy

User privacy is related to the concepts of “personal data”

* Personally, identifiable * Privacy concerns the

information (PII) right of a person to not
disclose specific

iInformation about himself
or herself, or more
precisely, to disclose that
Information only to
selected entities, but not
to others

Abbas Moallem, Ph.D.
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. Concept of User Privacy

Person’s medical history A breach of confidentiality
user’s anonymity unobservability

unlinkability

* Anonymity

— is defined as the state of not being identifiable; unobservability is defined as a state of being
undistinguishable; and unlinkability is defined as the impossibility of the correlation of two or more
actions/items/pieces of information related to a user.

* Data confidentiality is usually related to strict secrets, e.g., a bank account
password.

Abbas Moallermn, Fh.D.
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. Privacy Concerns

* The will of persons to control the disclosure of information about
them.

* The awareness of threats to privacy performed by an agency or
entity via intrusion or eavesdropping is nowadays high and
constantly raised by many organizations collecting private data,
e.d., financial institutions, telecommunication operators, and e-
services providers.

* The problem of privacy breach by trust abuse is different from
common security issues and—unfortunately—is not fairly
highlighted by organizations collecting private data.

Abbas Moallermn, Fh.D.
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The reason why a business is interested in violations of the
privacy of its clients

Increase

increase | Toreduce
profits the

business
risk

2onpay
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. End User Privacy Awareness
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. Terms and Conditions
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. Internet Cookies

* Session cookie

* Persistent cookie
* Secure cookie

* Http-only cookie
* Same-site cookie
* Third-party cookie
* Supercookie

* Zombie cookie

Abbas Moallem, Fh.D.
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. Location Services

Have you ever rejected a mobile app
request for accessing your contacts,
camera or location?

Perceniag@al paticipanisSSREeea Mot e app request for
accessing Contacts, camerna

or location

Abbas Moallem, Ph.D.
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. Search

* Google saves all your searches
— My Activity page

* Google saves every voice search
* Google tracks and records your location

* Control advertising data
= ad settings

* Delete your Google account
— Google's Dashboard
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. Privacy & Tradeoff

* The developer of a retail web site
may have security or business
requirements that compete with the
end-user privacy requirements,

* Thus creating a tension that must be
resolved through tradeoffs.

* Because HCI practitioners possess
an holistic view of the interaction of
the user with the technology, they
are ideally positioned to optimally
work through and solve these
tradeoffs.

Abbas Moallermn, FPh.D.
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. Privacy

* People are not always rational
studies have demonstrated

— a difference between privacy
preferences and actual behavior

* Many people are also unable
to accurately evaluate low
probability but high impact
risks, especially related to
events that may be far
removed from the time and
place of the initial cause.
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. Law and Privacy

* Computer Matching and Privacy
Protection (1988)

— Required access requests and limited data
matching process

* USA Patriot Act (2001)

— Considerably expanded ability to collect

information on behavior to ascertain if it differs e e
from a “normal pattern” .r" :
* Banking :L *
- T Y
Communications e
* Travel

* Association

Abbas Moallem, Fh.D.
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B HIPAA

—_

* The Health Insurance Portability and Accountability Act of
1996 (HIPAA) Privacy and Security Rules

* The HIPAA Privacy Rule provides federal protections for
personal health information held by covered entities and
gives patients an array of rights with respect to that
information. At the same time, the Privacy Rule is balanced

* so that it permits the disclosure of personal health
Information needed for patient care and other important
purposes

Abbas Moallem, Fh.D.
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l California Consumer Privacy Act (CCPA)

The CCPA grants new rights to California consumers

— The right to know what personal information is collected, used, shared or sold, both
as to the categories and specific pieces of personal information;

— The right to delete personal information held by businesses and by extension, a
business’s service provider;

— The right to opt-out of sale of personal information. Consumers are able to direct a
business that sells personal information to stop selling that information. Children
under the age of 16 must provide opt in consent, with a parent or guardian
consenting for children under 13.

— The right to non-discrimination in terms of price or service when a consumer
exercises a privacy right under CCPA.
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. Surveillance

Abbas Moallem, Fh.D.

Privacy concerns the right
of a person to not
disclose specific
information about himself
or herself, or more
precisely, to disclose that
information only to
selected entities, but not
to others
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. Privacy and Surveillance

* Physical Surveillance

* Psychological Surveillance
* Data Surveillance

* Self Disclosure

—Self-disclosure is a process
of communication by which
one person reveals
information about themself

to another.

Abbas Moallem, Fh.D.
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With Closed-Circuit TV, Satellites And
Phones, Millions Of Cameras Are
+ auew Watching

5 | FRES" M

Journalist Robert Draper writes in National Geographic that the proliferation of

cameras focused on the public has led "to the point where we're expecting to be voyeur

and exhibitionist 24 /7."
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. Ransomware

* Ransomware is a type of
malicious software from
that threatens to publish
the victim's data or
perpetually block access
to it unless aransom is
paid.

* Ransomware is an
emerging form of
malware that locks the
user out of their files or
their device, then
demands an anonymous
online payment to
restore access.
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. How Does Ransomware Work?

UsS Device

A DS MO i, . D, e —————————————————— (T | Experts, LLC 190



Imagine you turn on your computer and you get this

message.

Abbas Moallem, Ph.D.

Pl i ittt ittt ittt it ittt i

Your documents, photos, databases and other important files have been encrypted with
strongest encrypltion and unique key, generated for this computer.

Private decryption key is stored on a secret Internet server and nobody can dearypl your
files until you pay and obtain the private key.,

You only have 72 hours to submit the payment. If you do not send money within provided
time, all your lles will be permanently cayplted and no one will be able to recover them.

Press 'View” to view the list of files that have been encrypted.
Press ‘Next' to connect to the secret server and lollow instructions.
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Or this...

Abbas Moallem, Fh.D.

PadCrypt 2.0 (Mot Responding)

Price will multiply on
01/01/1970

Time Left

00:00:00:00

Lrve Chat
Decrvpl Help
Encrypled Files

Your hles and documents have been encrypted!

What happened 1o my hiles?

Your pholos, documents. and wdeos on this compulter have been encrypled with
AES-256. To get your files back you will need to purchase your encrypbon key
within the set date, failing to pay will result in the destructon of your key

How do | oblain my key?

The key produced for your computer is stored on our server. To obtain the unique
Key tor your compuler, which will decryplt and recover your encryplted hles. you will
nead lo pay a fee in BilcoinUKash/PSC piror to the key destroy date. After that
your key will be destroved and nobody will ever be able to recover your files

Payment Method

R e e

R S REAE 1 L P ot L AR B F
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. Attacks

(«@The Hacker News

‘."“‘-l.'l.".:lll.!"." I 4 SErious way

Ransomware Hijacks Hotel Smart Keys to Lock Guests Out
of their Rooms

Ransomware
Locks Down
Hotel Rooms

Abbas Moallem, Ph.D.
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. Attacks

Abbas Moallem, Fh.D.

Ransomware takes Hollywood hospital
offline, $3.6M demanded by attackers

MORE LIKE THIS

Metwaork has been offline fore more than a week, $3.6
million demanded as ransom

© ux Experts, LLC 186




Victims: Organizations Sample

Hotel ransomed by hackers as guests
=2 B e ] locked out of rooms

I”“r”_ 1"!' “ONE OF EUROPE'S TOP HOTELS HASADMTTED THEY HAD
= L SV TO PAY THOUSANDS IN BAITCOIN RANSOM TO

CYBERCRIMINAL S WHO MANAGED TO HACK THEIR

I I[}!l}'-'l.lﬂ'“d II L}H l]]tﬂl PH}S t I: :.I: -'E'rH.i.i'“ILII-Zr:-!:.:-E.;-?':';:. .-I_rl I':J:f.l[ ITHF F.:'I':';q.r "I:‘l':r"l!ﬂl '.'-. i'-;'l:!ull |I - =
Oft Hackers To Restore
Computer System

Abbas Moallem, Ph.D.
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. Attacks

Ransomware: When Hackers Lock Your Files, To
Pay Or Not To Pay?

Abhas ﬂlbﬂffﬂﬂ]l Fh E. I ——— -@ L E!IJ'HF'.'E; LLC 133




l How Does Ransomware Work?

Cybercriminals
* Access the user’s computer

* Create a code specifically designed to take control of a
computer and hijack files

Abbhas m,f.’&ml Fh E I ————————————————— S ———— -@ L E!IJ'HF'.'EI'.:- LLC 139




. CryptoLocker

* Reveals itself only after it has scrambled user files

* User must be online and use their computer on the
encryption server run by the criminals

Aﬂbﬂ'.ﬂﬂhﬂfﬁ!‘ﬂl, _F?']'E I ————————————————————————————— S ———————————————————————————————————————————— —————— N —— -@ LK E!IJ’EF'.'EI;I.I.'E- 192




. Ransomware Delivery

Channel #1: Email Phishing
Channel #2: Exploit kits

Channel #3: Botnets and Downloaders
Channel #4: Social Media Phishing

A s oa e, N —— E X Experts, LLC 155



. Identity Theft

Identity theft is a serious
crime. ldentity theft
happens when someone
uses information about
you without your
permission. They could
use your:

— name and address

- — credit card or bank
ﬂ account numbers

— Social Security number

— medical insurance
account numbers

ORal

Abbas Moallem, Fh.D.
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. Attackers

* Criminals wanting to steal your personal information an( * ", lack
markets s i o

* Businesses trying to gain an upper hand in the marketpl Eﬂe ng
competitor websites. == o

* Spies and terrorists looking to rob our nation of vital informatomor

launch cyber strikes.

A Ba s Da e, P D o — T

© ux Experts, LLC 2“3




. Case

Equifax Says Cyberattack May Have
Affected 143 Million in the U.S.

By Tara Siegel Bernard, Tiffany Hsu, Nicole Periroth and Ron Lieber

Sept. 7, 2017 3 wuf = - 1031

Equifax, one of the three major consumer credit reporting agencies,
said on Thursday that hackers had gained access to company data that
potentially compromised sensitive information for 143 million
American consumers, including Social Security numbers and driver’s
license numbers.

Abbas Moallem, Fh.D,
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Phishing

Abbas Moallem, Ph.D.

Phishing is the fraudulent
attempt to obtain
sensitive information
such as usernames,
passwords and credit
card details by disguising
as a trustworthy entity in
an electronic
communication.

© ux Experts, LLC 215




. Message 22

Your Online Banking information needs to be verified.

NPT

Sent By: Bank of America On: Mar D3R21AT 327 PM

Bankof Ame

Dear Valued Customer :

During our usual security enhancement protod we observed multiple
ittempt en hile logir to yi online bank t

F‘r- dve | - I.!i1r LT & = { *F han W L WL 0 access y I
Siln 'l‘._- ea ns

We have ten irilYy spend your cCour 1 your access nl 3
To restore your account, please Sign in to Online Banking

This is a service email from Bank of America. Please note thal you may receive sef

SCCONGance Wiln Your E“JI"“F o AmMenca senvice agreements, whether or not you &

aTalr T s TRt i sy il
BCene DIomotongl email
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. What is Social Engineering?

| Preyigws

“Social engineering, in the context of informatic ...
security, refers to psychological manipulation g ==
people into performing actions or divulging
confidential information.

A type of confidence trick for the purpose of
information gathering, fraud, or system access, it
differs from a traditional ‘con’ in that it is often one
of many steps In a more complex fraud scheme.”

wikipedia.org
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B Who are Social Engineers?

Hackers

Penetration Testers

Spies

+ s TR SOCIAL? ENGINEERING
Disgruntiled Employees
Scammers

Executive Recruiters
Salespersons
Governments

Doctor Psychologists
Lawyer

Abbhas ﬂ."ﬂaffﬂﬂ]l Fh ﬂ I ——— -@ L EIIJ'HF'.'EI'.:- LLC 22?



. Types of Social Engineering Attacks

* Baiting
* Phishing 7

* Pretexting )
* Quid Pro Quo
* Spear Phishing

* Tailgating

Abhas ﬂm&f.’ﬂml Fh E ] .E LK E!IJ’HF'.'EI} LLC 223



l Social Psychology

Human Behavior

Cialdini's Six Principles of Influence

!.1._; p.

r

!l
p—
-

L‘L_\%‘d}

Social Psychology is the scientific study of how
people’s thoughts, feelings, and behaviors are
Influenced by the actual, imagined, or implied

presence of others.

Abhas ﬂ-'lﬂa.f.‘ﬂﬂ'.l, _F?]‘_ﬂ L .@ LK EIIJ'HFT.'E.:- LLC 22g




Principle 1: Reciprocity
Obligation to Repay

Abhbhas ﬂm&f:ﬂﬂ]l Fh ﬂ I ———— -@ I E!IJ’EF'.'E.:- LLC 230



Principle 2:Consistency and Commitment

Need for Personal Alignment

A s i e, [ D o —— @ UX Experts, LLC 233
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Social

- Proof

Principle 3: Social Proof

The Power of What Others Do

Abhas M:Iﬂﬂ]l Fh ﬂ S —— -@ X E!IJ’EF'.'E; LLC 236



Looking around us for social cues
on how to act

“It states that one means we use to determine
what is correct is to find out what other people
think is correct.” ; 16

A D s MOa e, . . R —— (T} | Experts, LLC 23?




. Bystanders

Abbas Moallem, Ph.D, © ux Experts, LLC 238




A

When you start liking someone

Principle 4: Liking

The Obligations of Friendship

A s MOa e, . D, e —————————————— (T | Experts, LLC 239



B Liking: The Friendly Thief

We like to say yes to people whom we like and know on a

personal level.

* Interpersonal Relationships
* Physical Attractiveness

* Similarity

* Praise

* Increased familiarity

Abbas Moallem, Ph.D.

g Like

€ ux Experts, LLC 240




. Compliments

JOE GIRARD “GREATEST CAR SALEMAN”

Abbas VMoalle L s ——————— T .
= . - © ux Experts, LLC 944




Principle 5: Authority

We Obey Those in Charge

Abhbas M}.‘Eﬂ]‘l =l ﬂ e ] -@ UK E!IJ’HF'.'EI'.:- LLC 242



Abbas Moallem, Ph.D.

it _["-"

Predous

G 1o Slidle '
Mouse Poanter as Pen

Pen Width i
Change Pen Color...

Erase All Ink on Shde

SLreen [

End Show

Principle 6: Scarcity
We Want What May Not be Available
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Abbas Moallermn, Fh.D.
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Principle 6: Scarcity
We Want What May Not be Available
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. Experiments

Stanley Milgram in 1974
1I’[]ll Stanley Milgram in 1974

Milgram Experiment - Big History NL, threshold 6

hitps./iwww. youtube.com/waltch'?v=DZ-FEWaua3yY

Abbas Moallermn, Fh.D.
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. Mobile: Application Access

Application access
settings determine
whether one application
can access resources
from another application.

Abbhas ﬂﬂﬂaf.’ﬂﬂ]l ,F?]‘_E I ——— -@ Iy E!IJ’EF'.'E.:- LLC 24?




. Fake Customer Service

Abbas Moallem, Fh.D,

Ghareo

| everytime I've been on my banks website
lately, it's not been working. Frustrating
@Ask

A real customer tweets at a major bank.

Instant 3
IsualStudio Dear Charlee, We sincerely apologize for this. Log
into your account via our secure sign on
channel

Fraudsters intercept the tweet with a link to a fake support
site that tries to steal her actual bank account credentials.

ol

FRsTF
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Have you ever rejected a mobile app
request for accessing your contacts,
camera or location?

Abhbhas ﬂﬁﬂaf.‘ﬂﬂ]l [ o ————————————————— -@ L E!IJ’EI".'E.:- LLC 25?




Bl Social Media

Abbas Moallem, Fh.D.

Social media are
interactive Web 2.0
Internet-based
applications. User-
generated content, such
as text posts or
comments, digital photos
or videos, and data
generated through all
online interactions, is the
lifeblood of social media.

© ux Experts, LLC 258




. Self-revelation & Self Disclosure

. WHAT [S YOUR

oy
- - 1Q?

Abbas Moallam, PR D = @ UX Experts, LLC 261
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. Social Network Attacks

Fake Offers

SPDETIHE EHDDS

LA

ALL IN-STORE PURCHASES

Coupons Remaining: 452

New Year Get a Dick's Sporting Goods 50

imply Invite 2 Friends to Get a Coupon

T ADODSE mnds Click Your Link. Get Your Coupon Ins
, EL AL P ATER

WSl [t

Copy your referral lnk below of
Use the Share Butians Above 1o Invile Friends
Quichiy NOT the company
o website

Abbas Moallem, FPh.D.
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. Hacking Social Networking Sites

* A hacker can create a free profile on a site like LinkedIn,

* Designing his profile to match perfectly with the business interests of
the target.

* If the target accepts the hacker as a connection, then the hacker
suddenly has access to information on all of the target's other
connections.

A Da s Moa e, [P D, S ————— (T | Experts, LLC 26?




B “Likejacking”

Fake “Like” buttons install malware to ultimately
gain access to the user’s computer.

Abb&.g ﬂ-‘ﬁ:ﬁﬂfﬁﬂ]l Fh ﬂ I —— -@ UK E!lmrt.&-* LLC 269




. Fake Apps

Tricking users to install a supplemental
application

Like | said.... | wish | were there. | should have been a storm chaser.

A a s o  Er, F  —— .@ UX Experts, LLC 2?1




. User Vulnerability

* The more a user posts
online, the more attractive
of a target they become.

* Young people often,
sometimes inadvertently,
give away their location, the
name of their school, and
enough other information to
put themselves at risk.

Falals L ST s s N _________________________________________________ .@ UX Experts, LLC 2?3



. Home Networking

LY

3

Abbas Moallem, FPh.D.

Privacy concerns the right
of a person to not
disclose specific
information about himself
or herself, or more
precisely, to disclose that
information only to
selected entities, but not
to others

© ux Experts, LLC 274




. Questions for the Audience

Do you know meaning of the any of the following
terms?

WEP

WPA-PSK [TKIP]

WPA-PSK WPA2-PSK [AES]
Gateway IP Address

Guest Network

Router MAC Address

DSL Modem

Cable Modem

Abbas Moallem, Ph.D.
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. Question

How many of you know to set your home
networking password?

Abbas Moal e P D e — @ X Experts, LLC 232



Understandability of the Terminology

Term Mot sure at all Know what it means but not sure ?{EJ:E
Router 9% 34% 27%
Modem 2% 41% 57%
DSL Modem 9% 48% 43%
Cable Modem 1M1% 43% 45%
WEP 48% 16% 36%
WPA-PSK [TKIP] S57% 2% 41%
Passphrase 43% 20% 36%
IP Address 9% 39% 292%
DNS Servers 41% 20% 39%
Router MAC Address 36% 27% 36%
Domain Name MM% 39% 50%

Understandability of selected networking terminologies used in field labeling of router Ul

Abbas Moallem, Ph.D.
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Suggested Reading

INTLANATIONAL BESTHELLLE

THE ART OF [REREE
DECEPTION [

REVISED EDITION

logY .
The Psgﬁﬁrfuasm"

ROBERT B. CIALDINI, PH.D.

fi———— = ———— —— —| )|
Influence: The Psychology of SDGIA’ sRgineRnng -tewin The Circle is from Dave "When you use your cell phone,
Persuasion, Revised Edition Mitnick and Steve Eggers. the phone company knows
Revised Edition, by Robert B. ¥Yozniak (2002) “A vivid, roaring dissent to where you are and when. If you
Cialdini Page count: 304 the companies that have use a discount card, your
ISBN-13: 978-0061241895 | ublisher: John Wiley & coaxed us to disgorge every grocery and prescription
Sons thﬂught and action onto the purchasgs are recorded.
OCLC: 50797873 Web..." { The Wall Street ﬂfﬂﬁ!ﬂd, and EHEF'_""EEd.“ Blljlr
Journal) Robert O'Harrow, Jr. (2005)

Abbas Moallem, Ph.D.
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“State of Surveillance” (2016)

episode of Vice on HBO, cofound Iﬁne Smi s anCin,depsh | ?It
SA whistleblower Edward Snowdemralong with the presentation of a series
S supporting Snowden’s findings. documentary reveals how easyit is

llance program and collect ummagmaﬁle iInformation about anybody justt
wn smart devices. The case is made for how the US government managec

sive surveillance program, making this a must-see for anyone interested in
llance

Abbas Moallem, Ph.D. © ux Experts, LLC 303




. Suggested Media

Caibetad 18 TED chasl
Fiar Mew o Fimre

The Business of Selling Your location

Why privacy matters Edward Snowden on How We Take Back the -
Intemet | TED Talks hitps:/www. nytimes.com/2018/12/10/podcasts/

hitps:/iwww_youtube com/watch?v=pcSlowAhvUk the-dailylocation-tracking-apps-privacy.htmi
hittps:/Awww youlube comiwatch?

vyVwAodn S MY

Abbas Moallem, Ph.D.

© ux Experts, LLC 304




. Sebastian of Portugal

Dom Sebastian | (Portuguese: Sebastiao
1[1] Portuguese pronunciation: [sibe[ ti.Ew];
20 January 1554 — 4 August 1578) was
King of Portugal and the Algarves from 11
June 1557 to 4 August 1578 and the

penultimate Portuguese monarch of the
House of Aviz.

Abbas Moallem, Ph.D.
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